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Abstract—Task classification is the challenge of determining
whether two binary programs perform the same task. This
problem is essential in scenarios such as malware identification,
plagiarism detection, and redundancy elimination. Classification
can be performed statically or dynamically. In the former case,
the classifier analyzes the binary image of the program, whereas
in the latter it observes the program’s execution. Recent research
has demonstrated that dynamic classification is more accurate,
particularly in adversarial settings where programs may be
obfuscated. This remains true even when both classifiers use the
exact representation of programs, such as histograms of instruction
opcodes. The superior accuracy of dynamic classification stems
from its ability to disregard dead code inserted during the
obfuscation process. However, state-of-the-art dynamic techniques,
such as Valgrind plugins, can slow down program execution
by as much as 100 times due to binary instrumentation. This
paper proposes to eliminate this overhead by replacing program
instrumentation with the sampling of hardware performance
counters. Our findings reveal both advantages and limitations of
this approach. On the positive side, classifiers based on hardware
counters impose almost no runtime overhead while retaining
greater accuracy than purely static classifiers, particularly in
the presence of obfuscation. On the downside, counter-based
classifiers are slightly less accurate than instrumentation-based
approaches and offer coarser granularity, being limited to whole-
program classification rather than individual functions. Despite
these limitations, our results challenge the conventional belief
that dynamic code classifiers are too costly to be deployed in
environments such as online servers, operating systems, and
virtual machines.

Index Terms—Security, Binary Diffing, Code Classification

I. INTRODUCTION

Task classification is the problem of determining whether
two programs implement solutions to the same task. This
problem is fundamental to challenges such as plagiarism
detection, malware identification, and code lifting. In general,
task classification is undecidable, as it amounts to proving
program equivalence [8, 37]. As a result, most approaches to
task classification are stochastic in nature. In these stochastic
approaches, a classifier translates each program into a vector
of numbers, using these vectors to compare different programs.
Such vectors, henceforth referred to as embeddings, can be

generated in various ways. For instance, they may encode
program features, such as the number of back edges and basic
blocks [30], or they may count the frequency of low-level
instructions [2] or high-level AST nodes [31].

Recently, [11] demonstrated that effective classifiers can be
built using embeddings based on the frequency of instructions
executed during a typical run of the program. For example, if
a program causes the add opcode to be fetched five times and
the jump opcode to be fetched three times during execution, its
embedding would be a vector with five and three in the positions
corresponding to add and jump, respectively. We refer to
embeddings constructed from such runtime behavior as dynamic
program fingerprints, in contrast to embeddings derived from
static representations, such as LLVM modules or binary object
files. Dynamic fingerprints tend to be more resistant against
obfuscation techniques that insert dead code into programs, as
such code is never executed [11]. However, generating these
fingerprints is expensive. For instance, CFGGRIND [38], a
VALGRIND plugin used to build instruction histograms, can
slow down programs by 100 times [11]. In this paper, we
investigate whether it is possible to eliminate this overhead
without compromising the accuracy of the dynamic program
classifier.

a) Embeddings based on Performance Counters: A hard-
ware performance counter is a special register in a processor
that counts specific low-level events, such as instructions
executed, cache misses, or branch mispredictions, while a
program is running. Most modern processor architectures
provide hardware performance counters, including x86/x86-64
(Intel and AMD), ARM, POWER, and RISC-V. Access to
performance counters is commonly provided through software
tools and APIs. On Linux systems, for instance, the perf tool
is used for this purpose. For portable access, the Performance
API (PAPI) [32] abstracts counter usage across platforms.
Vendor-specific tools also exist, such as Intel VTune, AMD
uProf, and ARM’s perfmon interface.

In this paper, we show that hardware performance counters,
also known as performance monitoring units (PMUs), can be
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used to construct fingerprints that are effective for program
classification. These embeddings are vectors whose dimensions
represent the values of different performance counters, as
explained in Section II. Intuitively, classification based on PMU
vectors is expected to be less precise than classification based
on histograms of executed instruction opcodes (e.g., consider
“this execution fetched five add and three jump instructions”
vs “this execution ran in eight CPU cycles”). On the other
hand, PMU-based classification is expected to be faster, as
there is virtually no overhead in probing performance counters.
Our goal is to quantify this potential loss in precision and to
measure the runtime overhead introduced by this alternative
classification method.

b) Summary of Findings: We have implemented a pro-
gram classifier based on hardware performance counters
(PMUs). As Section III explains, this classifier embeds pro-
grams into a vector space where each dimension corresponds
to a different performance counter. In this space, closer
programs are more likely to solve the same task than distant
programs. Section IV evaluates the PMU-based fingerprint on
two task classification problems: algorithmic classification and
algorithmic matching. In the first, the goal is to identify the
task a given program is designed to solve from a set of possible
tasks. In the second, the objective is to match programs from
two sets such that each matched pair solves the same task.
Experiments on five processors from two architectures (Intel
and AMD) led to the following observations:

• Precision: As Sections IV-A and IV-G show, the PMU-
based classifier achieves slightly higher accuracy (5–20%)
than static classifiers that use histograms of assembly or
LLVM instructions. Its accuracy is slightly lower (5–10%)
than that of classifiers based on dynamic execution traces.

• Performance: The runtime of programs with and without
performance monitoring is very similar. As Section IV-B
demonstrates, for all practical purposes, generating em-
beddings via PMUs introduces negligible overhead. This
stands in contrast to classifiers based on dynamic instruc-
tion traces, which can incur slowdowns of up to 100x.

• Obfuscation: In adversarial settings, where an evader may
obfuscate programs before classification or matching, the
PMU-based classifier retains the robustness of dynamic ap-
proaches. Furthermore, it substantially outperforms purely
static classifiers in terms of precision under obfuscation,
as explained in Sections IV-C and IV-D.

• Selection: A selection of 15 standard counters focusing on
memory access patterns, branch behavior, and instruction
retirement achieves accuracy comparable to larger counter
sets. Evidence discussed in Sections IV-E and IV-F
suggests that this set can be further reduced, depending
on the classification task and the target architecture.

II. OVERVIEW

This section introduces the program classification challenges
that we address (Sec. II-A) and the different types of code
embeddings that we study (Sec. II-B).

A. Program Classification Games

Program classification can be formulated in various ways.
In this paper, we focus on two complementary problems:
algorithmic classification and algorithmic matching. We define
these problems formally below.

Definition 2.1 (Algorithmic Classification): Let P = {P1, P2,
. . . , Pn} be a collection of problem definitions . Each problem
Pi ∈ P is defined by a set of input/output pairs. Given a
program p, the algorithmic classification problem asks: which
Pj ∈ P does p solve?

Algorithmic classification is a standard benchmark in prior
work on code understanding and similarity detection [12, 10,
21, 31]. It plays an important role in tasks such as automatic
grading, plagiarism detection, and malware categorization,
where the goal is to determine the intended functionality of a
program. In academic work, this problem is often evaluated
using program datasets derived from Programming Online
Judges (OJ). This preference for OJ benchmarks stems from a
few factors. First, the datasets are naturally organized into
problems, each containing numerous solution submissions.
Second, these solutions exhibit significant variation as they are
implemented by different individuals. Third, each problem is
accompanied by a textual description, test inputs, and expected
outputs, which are valuable for code understanding tasks.

Definition 2.2 (Algorithmic Matching): Let Q = {q1, q2, . . . ,
qn} and R = {r1, r2, . . . , rn} be two sets of programs, where
each qi ∈ Q solves a distinct problem, and for every q ∈ Q,
there exists a corresponding r ∈ R solving the same problem.
The algorithmic matching problem asks for a list of pairs (q, r)
with q ∈ Q and r ∈ R, such that q and r solve the same task.

Algorithmic matching is commonly used to evaluate binary
diffing techniques. This task is vital in scenarios such as
vulnerability detection, software provenance, and patch analysis,
where analysts seek to identify semantically equivalent binaries
compiled under different settings. Typical benchmarks include
program sets compiled from the same source using different
compilers, optimization levels, or obfuscation schemes [11, 15,
23, 25, 27, 49, 51, 39]. Nevertheless, algorithmic classification
can also be evaluated under an adversarial setting [12, 21],
where a classifier is challenged by an evader. In an adversarial
context, the evader applies transformations to programs to
obscure their semantics while preserving functionality.

B. Code Embeddings

Current approaches to program classification work by con-
verting programs into numerical vectors through embedding
functions, as formalized in Definition 2.3. These embeddings
are constructed or learned representations that capture structural
and semantic aspects of programs. They can be derived from
various types of program representations, such as source code,
control-flow graphs, abstract syntax trees, or binary instructions.

Definition 2.3 (Embedding Function): An embedding func-
tion maps a program representation (e.g., a sequence of tokens,
AST nodes, LLVM instructions, binary instructions, etc) to
a vector in Rn. The resulting vector is referred to as the
program’s embedding.
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stp     x29, x30, [sp, -48]!
mov     x5, 0
mov     x29, sp
stp     x19, x20, [sp, 16]
mov     x20, x4
stp     x21, x22, [sp, 32]
mov     w22, w1
mov     w1, 0

ldr     w4, [x0, x5, lsl 2]
ands    w4, w4, 1
str     w4, [x20, x5, lsl 2]
cinc    w1, w1, eq
add     x5, x5, 1
b       .L2

ldr     w4, [x2, x0, lsl 2]
add     x0, x0, 1
tst     x4, 1
cinc    w19, w19, eq
b       .L5
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Fig. 1. A simple two-dimensional embedding of basic blocks based on store
and load densities. Each point represents a basic block, and its coordinates
reflect the proportion of store and load instructions relative to the block’s total
instruction count. In this example, the embedding is being used as a predictor
of cache behavior.

Embeddings are used in program classification by transform-
ing programs into fixed-length numerical vectors that capture
their structural or behavioral characteristics. In algorithmic
classification, a classifier, such as a neural network or nearest-
neighbor model, uses these embeddings to predict which task
a given program is designed to solve, based on similarity
to embeddings of known programs. In algorithmic matching,
embeddings enable comparison between two sets of programs
by measuring distances in the embedding space; programs that
solve the same task are expected to have similar embeddings
and thus lie close to each other. This vector-based representation
enables classification and matching to be framed as geometric
problems, allowing for the use of efficient statistical and
machine learning techniques.

Example 2.1: Figure 1 shows a simple embedding function.
In this hypothetical scenario, the embedding function maps
basic blocks to vectors in a two-dimensional space. The first
dimension of this space represents the store density, defined as
the number of store instructions divided by the total number of
instructions in the basic block. The second dimension represents
the load density, calculated similarly for load instructions. This
embedding captures coarse memory access patterns of each
basic block. For instance, a block with a high load density and
low store density might correspond to a read-heavy loop, while
a block with high store density might indicate intensive write
operations. Such representations could be used as features in
a model to predict the likelihood of cache misses in different
regions of a program. Of course, this prediction would have
limited accuracy, as cache behavior also depends on additional
factors such as memory access stride, cache associativity, and
interference from other code.

There are many ways to construct embedding functions.
Some are based on simple, hand-engineered features, such
as the store/load density vectors illustrated in Example 2.1.
Others use richer program characteristics, such as histograms
of token types, AST node frequencies, or instruction opcodes,

#include <stdio.h>

int main() {
    long long sum = 0;
    for (int i = 0; i<100000000; i++) {
        sum += i;
    }
    printf("Sum = %lld\n", sum);
    return 0;
}

$> gcc -O2 -o sum sum.c
$> perf stat -e cycles, \
          instructions, \
      cache-references, \
   branch-instructions ./sum

Performance counter stats for './sum':

  1,034,527      cycles                                                      
    794,438      instructions          # 0.77  insn per cycle         
     14,582      cache-references                                            
    161,217      branch-instructions                                         

       0.001482336 seconds time elapsed

(a) (c)

(b)

Fig. 2. Example use of perf stat to collect hardware performance counters
for a simple C program running on Linux Ubuntu (kernel 5.15.0-139) on an
Intel(R) Xeon(R) CPU E5-2680 v2 at 2.80GHz.

which capture the syntactic or structural patterns of the code.
More sophisticated embeddings are learned using machine
learning models. For example, neural networks can be trained
to map programs to vector spaces using techniques like
autoencoders [45], graph neural networks applied to control-
flow or data-flow graphs [9, 5], or models inspired by natural
language processing, such as BERT-style encoders trained on
large corpora of code [41]. In the next section, we introduce a
simple embedding based on hardware performance counters.

III. PMU-BASED CLASSIFICATION

This section describes an implementation of an embedding
function based on performance-monitoring units. It introduces
hardware performance counters (Sec. III-A); describes the
construction of an embedding function that maps program
execution to vectors (Sec. III-B); explains how these embed-
dings can be used to classify programs (Sec. III-C); and finally
discusses a few practical considerations when using counters,
such as how to build embeddings per function (Sec. III-D).

A. PMU-Based Classification: An Intuition

Performance counters can be accessed through various APIs
and tools, as discussed in Section I. On Linux systems, the most
common interface is the perf subsystem, which offers both
command-line utilities and low-level system calls. Example 3.1
demonstrates the usage of perf.

Example 3.1: Figure 2 illustrates how hardware performance
counters can be used to profile a simple C program that
computes the sum of the first 100 million integers in a loop.
In this example, the Linux perf stat tool collects four
hardware events: the number of CPU cycles, the number of
executed instructions, the number of cache references, and the
number of branch instructions. The output reveals, for instance,
that the program executed nearly 800,000 instructions, of which
approximately 160,000 were branches. Metrics such as the
instructions-per-cycle ratio (IPC), also reported by perf, help
characterize the processor’s efficiency given a workload.

Even when two programs, P0 and P1, execute a similar
number of instructions, their dynamic behavior may differ due
to differences in the algorithms they implement. Aspects such
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Fig. 3. Hardware counter values collected for ten implementations of three
algorithms, running on Linux Ubuntu (5.15.0-139) on an Intel(R) Xeon(R)
E5-2680 v2 @ 2.80GHz.

as memory access patterns, control-flow complexity, and cache
utilization are shaped by a program’s logic and structure. For
example, one program may cause frequent memory accesses,
resulting in a higher number of cache references or page faults.
At the same time, another may involve unpredictable control
flow, leading to more branch misses. Hardware performance
counters capture these low-level events, offering an approximate
view of runtime behavior. Thus, a vector of performance
counters can act as a “fingerprint” of a program’s execution,
making it possible to distinguish between algorithms, even if
their instruction counts are similar. This idea is illustrated in
Example 3.2.

Example 3.2: Figure 3 presents values for the four counters
from Example 3.1 across four different executables running
on an Intel E5 processor. These executables implement three
distinct algorithms: Bubble Sort, the Sieve of Eratosthenes,
and Kadane’s Algorithm for the Maximum Subarray Prob-
lem [4]. Each algorithm was implemented by ten different
programmers, with samples collected from Moodle, an online
learning management system. The binaries were executed to run
approximately the same number of instructions. Although their
execution times are similar in terms of CPU cycles, the observed
behaviors differ significantly in terms of branch instructions
and cache references. Such variations are also visible within
implementations of the same algorithm compiled with different
compilers. For instance, the figure includes fingerprints of
Bubble Sort compiled with gcc -O0 and gcc -O2.

B. The PMU-Based Embedding Function

As we shall explain in Section V, most previous work on
binary diffing uses exclusively static embeddings. In contrast,
dynamic embeddings are constructed from features observed
during the program’s execution, and therefore require both the
program and a representative input [29, 35]. An example of a
dynamic embedding is the histogram of executed instruction
opcodes [11]. Embeddings based on hardware performance
counters also fall into the dynamic category, as they are
collected by observing a program’s runtime behavior. In
this case, the embedding is a numerical vector, where each

dimension corresponds to the value of a specific performance
counter measured after running the program on a given input.

Example 3.3: Going back to Example 3.1, Figure 2 (c) shows
a possible output produced by perf when used to monitor
the program in Figure 1 (a). In this example, the embedding
is the vector ⟨cycles = 1845, 123, 456, instructions =
1, 002, 345, 678, cache references = 12, 345, 678, cache
misses = 1, 234, 567⟩

Rationale. Although PMU counters record low-level hard-
ware events (e.g., cache accesses, branches, misses), these
events directly reflect the control-flow and data-access behavior
of algorithms. Thus, PMUs capture microarchitectural mani-
festations of program semantics. Algorithms such as bubble
sort and Kadane, seen in Example 3.2, may execute a similar
number of instructions, yet differ in memory-access locality
and branching patterns. These differences are captured by
PMUs, leading to distinct fingerprints. Moreover, PMUs exhibit
resilience against transformation, as they aggregate the effects
of executed code, rather than its syntax. Hence, transformations
that modify the layout or add dead code (as in obfuscation)
might alter static structure and still leave intact dynamic events.

On the Choice between Absolute vs Relative Values. The
PMU-based embedding proposed in this paper relies on the
absolute values of hardware counters. This contrasts with earlier
work [6], which used relative counter values computed against
a baseline version of the same program. In their approach, each
dimension of the embedding was defined as the value of a
particular counter in the optimized version of a program divided
by the corresponding value in the non-optimized version. This
representation was natural, given their goal: predicting the
impact of compiler optimizations. In our case, however, the
objective is different: we aim to distinguish between arbitrary
executable versions, including differentiating optimized from
non-optimized variants of the same program. This broader goal
motivates our use of absolute counter values.

C. On the Implementation of the Games

Figure 4 shows the setup of the different games that
Section IV will evaluate. Playing these games requires Pre-
diction Models: methods that map program embeddings to
predicted categories or labels. For algorithmic classification
(see Definition 2.1), we use random forests. For algorithmic
matching (see Definition 2.2), we use the Euclidean distance
between embeddings to compare programs.

1) Algorithmic Classification via Random Forests: To solve
the algorithmic classification problem using random forests,
performance counters are used to construct the fixed-length
numerical vectors mentioned in Section III-B. In our setup (see
Fig. 4), the training set consists of 32 problem classes, each
represented by 80 programs whose embeddings are labeled with
the class (the specific problem Pj ∈ P , as in Definition 2.1)
they solve. A random forest classifier is trained on these labeled
embeddings. At test time, the classifier is evaluated on a disjoint
set of programs: the same 32 classes, but with 20 previously
unseen programs per class. Each test program is run with a
sample input, its performance counters are collected, and its

510



Dataset:
32 classes of problems
100 solutions per class

Training:
Use 32 classes of problem, 
each with 80 solutions per class 
to train a random forest with 
pairs (problem, solution), where 
each solution is represented as 
a program embedding.

Challenge:
Given 32 classes of problems, 
each with 20 solutions per 
class represented as 
embeddings, build 32 * 20 
pairs (c, p), where c is a class 
of problem and p is a solution.

Dataset:
32 classes of problems, each 
with 2 solutions, organized in 
two sets, P, and Q, each with 32 
solutions for different problems.

Challenge:
Build a list of 32 pairs (p, q), p 
in P, q in Q, that minimizes the 
Euclidean Distance between 
the embeddings of p and q

Setup for Algorithm Classification (as per Definition 2.1)

Setup for Algorithm Matching (as per Definition 2.2)
Observation:
In both cases, 
problems come from 
the Code Submission 
Evaluation System: 
https://cses.fi/

Fig. 4. The experimental setup adopted to evaluate the different games
proposed in this paper.

embedding is passed through the trained forest. Each decision
tree casts a vote, and the forest predicts the class corresponding
to the majority vote. Notice that the same methodology can
be applied to any other form of embedding vector. Section IV
relies on this observation to compare different embeddings.

Our decision to use random forest was based on findings
from previous research; however, variations are possible. For
example, prior work has explored algorithmic classification
using neural networks [30] and k-nearest neighbors [42].
However, recent evaluations suggest that performance differ-
ences among these models are minor, with random forests
offering a good balance between accuracy and computational
efficiency [10, 12, 21].

2) Algorithmic Matching via Euclidean Distance: To solve
algorithmic matching, we group programs by spatial proximity,
as Figure 4 explains. Following Definition 2.2, we construct
two sets of embeddings: Q and R, each containing 32 programs,
with one sample drawn randomly, without repetition, from each
of 32 problem classes. Every program in Q has a corresponding
program in R that solves the same problem, albeit in a different
manner. To identify matching pairs, we compute the Euclidean
distance between every pair of embeddings (qi, rj), with qi ∈ Q
and rj ∈ R. For each qi, we select the rj that lies closest in the
embedding space; that is, the one with the smallest Euclidean
distance, and report this as a predicted match. As in the case
of algorithmic classification, the same methodology can be
applied to different embeddings. Section IV shall present a
comparison between these embeddings.

Also, as seen in the case of algorithmic classification, binary
matching could be performed using other distance metrics
between vectors, such as cosine similarity, Manhattan distance,
Mahalanobis distance, or Jaccard distance, depending on
properties of the embedding. While [14] recommends cosine
similarity when evaluating the ASM2VEC embedding, [11]
reports a slight advantage of the Euclidean distance over cosine
similarity in the context of binary matching.

D. Practical Considerations

When setting up the experiments presented in Section IV, we
adopted two simplifications, which are discussed in this section.
First, as we explain in Section III-D1, we run each program only
once, when reading hardware performance counters. Second,

as seen in Section III-D2, we classify whole programs, not
parts of them, such as functions or individual modules.

1) On the Sampling Methodology: Hardware performance
counters are not deterministic: multiple executions of the
same program might yield different results. In an offline
setting, PMU-based embeddings can be produced from multiple
executions of the same program. In an online setting, where
classification is performed on-the-fly, only one measurement
is possible. This is the setup that Section IV evaluates. Thus,
we emphasize that the results reported in this paper are based
on a single observation of the program behavior, and note that
multiple executions are likely to yield more accurate results.
Nevertheless, we avoid repeating each execution various times,
as that would increase the project’s cost in terms of energy
consumption, processing time, and researcher time.

In this sense, prior work has shown that performance counter
variations across multiple runs of the same program are
generally small [13, 43, 47, 46, 50]. We confirm these findings
in our own experiments, which show minimal variability across
repeated runs. In Section IV, we use a relatively large number
of programs: 100 per problem class. Thus, residual noise is
averaged out across the dataset. Finally, it is worth noting that
even multiple executions cannot fully eliminate noise caused
by factors such as background system activity, cache warm-up
effects, or scheduling artifacts; in some cases, they may even
introduce new sources of variability.

2) On the Granularity of the Embedding Function: This
paper utilizes performance counters collected throughout the
entire execution of a program to construct embeddings for
program-level classification or matching. We opted for this
methodology because it is easy to implement and evaluate.
Nevertheless, it is possible to reduce the granularity of the
approach, for instance, by classifying individual functions
instead of entire programs [3], but with caveats.

To collect performance counters at the function level, one
can instrument the program to reset and read hardware counters
at function entry and exit points. Tools like Intel’s BOLT (a
post-link binary optimizer) are capable of generating function-
level profiles by using performance sampling data. BOLT, for
example, collects performance events such as instruction counts
and branch statistics, then aggregates them per function to guide
code layout optimizations. A similar strategy can be used to
construct embeddings that describe the dynamic behavior of
individual functions. This approach requires precise control
over counters during execution, for instance, via low-level APIs
like perf_event_open.

However, this function-level approach presents limitations.
First, short-lived functions may not accumulate enough events
to produce meaningful or stable embeddings. Second, isolating
counters per activation may introduce overhead or noise,
particularly if functions are called frequently or recursively.
Finally, architectural and OS-level restrictions, such as limited
or absent PMU access on some platforms (e.g., Apple Silicon),
can make fine-grained profiling infeasible or even impossible.
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IV. EVALUATION

This section evaluates the following research questions:
RQ1: What is the relative accuracy of the different classifiers

when used on a non-adversarial setting?
RQ2: What are the static and dynamic overheads of the

different classifiers?
RQ3: What is the impact of code obfuscation on the

accuracy of the different classifiers?
RQ4: What is the accuracy of classification in an adversarial

setting if classifiers are trained on obfuscated code?
RQ5: How does the accuracy of the zero-overhead dynamic

classifier change on different machines?
RQ6: How does the selection of hardware performance met-

rics influence the accuracy of program classification,
and how does this relationship change in adversarial
and non-adversarial scenarios?

RQ7: How do the different embeddings compare on binary
matching?

a) Hardware: To demonstrate that PMU-based classifiers
can be effectively implemented in different processors, this
section uses two collections of hardware. Accuracy results are
reported on the following processors:

A1: Ryzen Threadripper 3960X 24-Core at 2.2 GHz, with
64 GB of RAM, running Linux Ubuntu 20.04.

A2: Ryzen 9 7900X3D 12-Core at 3 GHz, with 64 GB
of RAM, running Linux Ubuntu 20.04.

I1: Xeon E5-2630 at 2.60 GHz, with 128 GB of RAM,
running Linux Ubuntu 20.04.

The performance results reported in Section IV-B use two ma-
chines that have been prepared to run performance experiments
with minimal external interference:

I2: Core i5-7500 4-Core at 3.40GHz with 16 GB of
RAM, running Linux Ubuntu 22.04.5.

I3: Core i5-2400 4-Core at 3.10GHz with 8 GB of RAM,
running Linux Ubuntu 22.04.5.

Additionally, machine I2 is also used to experiment with
the variability of the performance counters, a study that
Section IV-A reports.

b) Performance Counters: The Intel and AMD processors
do not feature the same collection of performance counters.
However, there exists an intersection of 15 counters that
are available in both platforms. These counters track typical
performance metrics such as cache accesses, branch predic-
tions, instruction retirements, TLB misses, and cycle counts.
Henceforth, we shall use only these 15 counters when building
program embeddings.

c) Code Classifiers: In addition to the PMU-based classi-
fier that this paper proposes, this section considers the following
embeddings, which were taken from previous work [11, 19, 44]:

• IR2VEC: the static embedding [44]. IR2Vec encodes
LLVM intermediate representation tokens into dense
numerical vectors based on data- and control-flow context.
This embedding is built in a two-step process. First, a
vocabulary (the encoding of different instructions and

program properties) is trained; then the program is mapped
into such a vocabulary. This embedding, like the counter-
based, is not based on some notion of a histogram of
instructions.

• S-LLVM: (Static LLVM View) histogram of LLVM
instructions in the compiler’s intermediate representation.

• S-x86: (Static Binary View) histogram of x86 instruc-
tions in the .text section of binaries, produced via the
Capstone Disassembler v5.0 [18].

• D-x86: (Dynamic Binary View) histogram of instruc-
tions observed via CFGGRind [38], during an execution
of a program. Each execution of the same instruction type
is counted.

• H-x86: (Hybrid, e.g., Dynamic Program Slice) histogram
of instructions observed via CFGGrind [38] that form the
control-flow graph of the program parts covered during
execution. Thus, multiple executions of the same type of
instructions are counted only once.

A. RQ1: Accuracy on a Non-Adversarial Setting

For the non-adversarial classification game of Definition 2.1,
we use the evaluation setup discussed in Section III-C1:
classification via random forests, and a dataset formed by
32 programs, each with 100 solutions, out of which 80 are
separated for training, and 20 for testing.

Discussion: Figure 5 subsumes the results of this section. It
shows that dynamic embeddings consistently outperform static
approaches. CFGgrind dynamic histograms achieve the highest
accuracy, ranging from 91% to 95%, surpassing static IR2Vec
by 26–33% and the LLVM histogram by 20–26%. PMU-based
histograms follow closely, with accuracies ranging from 83%
to 86%, outperforming the x86 histogram by 10–16%. The
gap across embeddings is however not extreme: all methods,
static or dynamic, achieve hit rates above 50%, while a random
classifier would succeed only 1/32 = 3.125% of the time.

Figure 5 also shows that the performance of dynamic
embeddings is largely independent of the underlying hardware.
This outcome was expected, as all three machines provide the
same set of 15 performance counters. In contrast, compiler
optimizations do have a noticeable impact. Except for IR2VEC,
accuracy tends to improve as the optimization level increases.
This observation is consistent with prior work [11, 12].
In particular, [45] has recently demonstrated that compiler
optimizations exert a normalizing effect on binary code, thereby
enhancing the accuracy of classifiers.

On the Variability of Counter Values. The variability
of PMU readings did not meaningfully affect classification
accuracy, primarily because the variation itself is very small.
To quantify this effect, we executed all 3,200 programs in our
dataset four times on machine I2 and computed, for each metric,
the pairwise differences across runs (six differences per pro-
gram). We then examined the median of these differences: the
metric Faults showed the lowest variability (0.03%), whereas
iTLB-load-misses exhibited the highest (13.4%). Across all
metrics, the median of medians was 2.1%. These findings align
with prior observations [43, 50], indicating that PMU variability
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Fig. 5. Accuracy of different classifiers when used in a non-adversarial setting, where binary programs are not obfuscated before being given to the classifier.
For reference, a random classifier is expected to have an accuracy of 1/32 = 3.125%.

remains low and stable across execution environments. For
example, in a non-adversarial scenario in which all programs
were compiled with -O2, running 16 repeated classifications
led to accuracy variations of only 1.4

B. RQ2: Runtime Overhead

The runtime overhead of reading performance counters
is extremely low. To measure it, we performed the same
experiment in two dedicated Intel machines (see I2 and I3 in
the list of hardware). These machines are designed to minimize
external factors and ensure accurate measurements; they are not
connected to a network and do not run a graphical user interface
(GUI) server. Before a measurement, we restart the system
and wait for a warm-up phase. We compare the program’s
runtime with and without hardware counter sampling. The
reported overhead associated with hardware counter sampling
represents a worst-case scenario, as it corresponds to sampling
23 Intel events, plus tracking four time events using the eight
physical registers available on the machine. Experiments in
the other sections, which use a smaller set of 15 counters,
are expected to exhibit a lower overhead. Notice that we use
perf in stat mode; hence, there is no sampling rate. Rather,
perf stat operates in counting mode, which means it directly
reads the performance counters at the beginning and end of
the target program.

Discussion: Figure 6 shows the median of the runtime
of programs with and without the use of perf to collect
performance data. The figure refers to the I2 machine; however,
I3 shows very similar behavior. For perspective, the figure
also includes the runtime when CFGGRIND is used to collect
instruction histograms, as this is a required step of the other
dynamic classifiers that we evaluate. The contrast in overhead
is stark: while CFGGRIND increases the average program
runtime by more than 30×, the overhead introduced by perf
is almost negligible and mostly constant for each machine.
Across all 3,200 programs (32 sets, each with 100 programs),

32 different problem classes, each with 100 different solutions
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Fig. 6. Runtime overhead of different dynamic program classifiers in machine
I2.

the total execution time for I2 and I3 was, respectively, 447 and
526 s without perf and 495 and 596 s with it. Although this
difference is statistically significant, with a Mann-Withney’s
U-test [26, 48] yielding a p-value inferior to 0.001, it isn’t
essential according to the corresponding Cliff’s delta [7, 40].
Due to space constraints, we omit data for the other machines
used in this paper; however, we confirm that their behavior is
also very similar to that observed in Figure 6.

C. RQ3: The Impact of Obfuscation

For the adversarial version of the Classification Game of
Definition 2.1, we employ the three semantics-preserving
transformations in O-LLVM [24]: bogus control flow (BCF),
which inserts never-taken branches; control-flow flattening
(FLA), which rewrites the control-flow graph into a single
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Fig. 7. Relative accuracy of different classifiers in an adversarial setting where programs are obfuscated before classification.

loop within a switch statement; and instruction substitution
(SUB), which replaces operations with equivalent instructions.
In this setting, classifiers are trained on programs compiled
with clang -O0 and tested on their obfuscated counterparts.

Discussion: Obfuscation reduces accuracy across all embed-
dings, as shown in Figure 7, with losses ranging from 10%
under simpler transformations to nearly 80% under combined
attacks. Dynamic embeddings, such as the dynamic histogram,
demonstrate stronger resilience, maintaining 70%–90% accu-
racy under BCF, FLA, and SUB, although they fall to about 35%
under ALL: a 55% average reduction across machines. PMU-
based classification follows a similar pattern: 60%–80% for
isolated obfuscations and 45%–50% for ALL, outperforming
static approaches by 20%–40% on average. By contrast, static
embeddings degrade sharply: IR2VEC drops below 10% for
BCF and ALL; LLVM histograms fall to 15%–30%; and x86
histograms remain around 20%–30%, with overall reductions
exceeding 50% under combined techniques.

These findings highlight the superior robustness of dynamic
embeddings, which retain 20%–30% more accuracy than static
embeddings under adversarial conditions. This aligns with
previous observations [11], who noted that execution-centric
features are better at preserving semantic signals despite
structural code modifications. The most striking conclusion,
however, is the relative resilience of PMU-based classification.
Against the strongest adversary—combining BCF, FLA, and
SUB—the PMU-based classifier achieved the best accuracy
among all methods. This result is particularly noteworthy
given that, as discussed in Section IV-B, PMU-based profiling
imposes virtually no runtime overhead, in stark contrast to
Valgrind-based approaches, which can slow execution by up
to 100×.

D. RQ4: Symmetric Classification with Obfuscation

Previous work has shown that classifier accuracy can be
recovered when training is performed directly on obfuscated
programs [12]. This outcome is expected, as it effectively re-
moves the adversary from the setting. Nevertheless, obfuscation

still increases code entropy and thereby reduces the overall
accuracy of classification engines [45]. In this section, we
evaluate the performance of the PMU-based classifier in a high-
entropy scenario, where both training and testing programs are
obfuscated using the various techniques available in O-LLVM.

Discussion: Figure 8 summarizes the results for RQ4.
Dynamic embeddings exhibit substantial improvements when
training is aligned with obfuscation, achieving accuracies
comparable to non-adversarial baselines and significantly
surpassing the low results observed when clean data was used
for training. For example, the CFGgrind dynamic histogram
achieves approximately 88% for BCF and 86% for ALL,
representing gains of more than 50% compared to mismatched
training. Performance counter histograms also recover strongly,
reaching around 80% for ALL, with uplifts of over 30%
from prior adversarial lows. Their reliance on execution
profiles allows classifiers to capture and generalize obfuscated
behaviors, effectively transforming vulnerabilities into strengths
under matched datasets.

Static and hybrid embeddings likewise benefit from aligned
training, though they remain less effective overall. IR2VEC
improves to roughly 41% for ALL, a recovery of more than
30% from its near-random performance in mismatched setups.
Similarly, LLVM and x86 histograms rise to approximately
54% and 55%, respectively, gaining around 40%.

Unlike in Section IV-C, the PMU-based classifier does not
surpass CFGgrind in this symmetric setting. Still, it remains
the second most accurate method, outperforming the different
static approaches and the hybrid classifier by a significant
margin. Notably, the hybrid classifier also incurs very high
runtime overheads (the H-x86 and D-x86 classifiers use
the same infrastructure to produce embeddings), sometimes
slowing programs by factors of over 100×, whereas PMU-
based profiling is essentially performance-free.

E. RQ5: The Impact of the Target Architecture

The accuracy of the PMU-based classifier appears to be
independent of the target architecture. Overall, we observe that
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Fig. 8. Accuracy of classifiers trained and tested on obfuscated programs.

this classifier is more accurate than H-x86 and slightly less
precise than D-x86, although both exhibit significantly higher
overheads. Nevertheless, the choice of hardware may have a
minor impact on this accuracy, as discussed in this section.

Discussion: The Ir2Vec and LLVM-based classifiers
are completely architecture-neutral. Consequently, among the
static classifiers, only the x86-based classifier, which uses
embeddings based on a histogram of assembly instructions,
is influenced by the target hardware. However, we observed
minimal variation in the accuracy of this classifier due to the
architecture. Similarly, we also found minimal variation in the
accuracy of the CFGgrind-based classifiers, which also analyze
histograms of x86 instructions, albeit produced in a different
manner. These observations lead us to conclude that in a non-
adversarial setting, the impact of the target architecture on the
accuracy of these classifiers is negligible.

Furthermore, in a non-adversarial setting, we did not observe
a significant impact on the accuracy of the PMU-based
classifiers. Depending on the chosen optimization level, any of
the three target architectures (A1, A2, and I1) might yield the
highest performance. However, in the adversarial setting, we
noted higher accuracy on the Ryzen 9 (A2) architecture. These
results, as shown in Figure 7, are statistically significant. It is
essential to note that this performance difference is absent when
using the other classifiers (Figure 5) or when classifiers are also
trained on obfuscated programs (Figure 8). The lower variance
on the A2 architecture might explain the higher accuracy of
the PMU-based classifier in this environment.

F. RQ6: Impact of Metric Selection on Classification Accuracy

In this paper, we use embeddings based on 15 counters:
L1-dcache-load-misses, L1-dcache-loads, branch-instructions,
branch-load-misses, branch-loads, branch-misses, cache-
misses, cache-references, cycles, dTLB-load-misses, dTLB-
loads, faults, iTLB-load-misses, iTLB-loads, and instructions.
As already explained, we chose these 15 counters because they
are common to both the AMD and Intel architectures available
in our experiments. An immediate question that this choice

raises is whether our results would be different had we used
the other counters available on each architecture. This section
shows that the answer is negative.

Discussion: Our Intel and AMD machines give us 23 and 25
counters, respectively. The intersection of these sets contains
15 counters. We could not observe statistically significant
differences in accuracy, per architecture, when using the extra
counters. In other words, using only the 15 standard counters
achieved the same accuracy as the full 25 pool in the AMD
setting. This observation suggests that it is possible to reduce
the number of counters even further; however, in this case,
the results depend on the architecture and the game (whether
it is adversarial or not). In every setting, the best-performing
subset varies in size from 5 to 10 counters, and there is no
single “best 10” that dominates across all patterns. Instead,
each pattern yields its own optimal sub-selection (e.g., branch
metrics for control-heavy binaries vs. TLB and L1 metrics for
memory-bound ones). A consistent finding is that L1-related
counters are present in all the most accurate embeddings.

Category-Level Analysis. To address the counter-selection
challenge, we conducted a study to determine which families of
performance counters contribute most reliably to accuracy. We
analyzed situations when counters were used in isolation and
when compared against the full 15-counter set. Table I sum-
marizes the results for the adversarial setting on machine A1.

TABLE I
ACCURACY CONTRIBUTION (%) BY CATEGORY ON MACHINE A1 IN AN

ADVERSARIAL SETTING; EX.: THE VALUE +6.85 INDICATES THAT ADDING
THE BRANCH COUNTER INCREASES ACCURACY BY THIS MARGIN WHEN

PROGRAMS ARE OBFUSCATED WITH BOGUS CONTROL FLOW.

Category BCF FLA SUB ALL
Branch +6.85 +1.30 +5.93 -3.48
Cache +3.18 +3.64 +1.19 +8.71
Cycles +0.98 -1.56 +2.17 -3.83

Cycles+Instr -1.96 -3.12 +0.99 -13.59
Faults +8.80 +8.05 +2.96 +11.50
Instr -1.47 +1.30 -1.78 -8.01
TLB +5.13 +1.56 +0.20 +0.70

Accuracy 0.64 0.60 0.79 0.45
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Memory-centric counters—Faults, Cache, and TLB—yield
the most consistent and architecture-agnostic improvements
across obfuscation schemes. In contrast, cycle- and instruction-
related metrics frequently reduce accuracy, suggesting that they
inject noise or redundancy rather than offering discriminative
value. This outcome is expected: the raw number of executed
instructions is often unrelated to the underlying algorithmic
structure. Branch-related counters show mixed effects, helping
with highly control-flow–oriented algorithms but harming
accuracy in other patterns, indicating that they are informative
only in specific scenarios.

These findings refine the counter-selection problem. Instead
of exploring the full combinatorial space, practitioners can
begin with memory-focused categories as a dependable baseline,
selectively add Branch counters for control-intensive workloads,
and systematically exclude cycle and instruction metrics. This
approach dramatically narrows the search space and accelerates
the identification of effective 5–10 counter subsets tailored to
each architecture and obfuscation scenario. In practice, an
adaptive methodology emerges: retain the 15-counter portable
core for cross-platform deployment, derive scenario-specific
subsets for each optimization/obfuscation pattern, and combine
them using stable ratios or lightweight learning techniques.
Such adaptive counter selection approaches the accuracy of
CFGGrind-based dynamic embeddings while maintaining the
near-zero overhead of PMU sampling.

G. RQ7: Binary Matching

The previous experiments focused on algorithmic classifica-
tion (Definition 2.1). This section evaluates the performance of
different embeddings in the context of algorithmic matching
(Definition 2.2). Our methodology proceeds as follows:

1) We randomly draw 32 pairs of programs, one per problem
class, to form two sets, Q and R, each containing 32
programs.

2) For each q ∈ Q, we identify its match r ∈ R as the
program whose embedding yields the smallest Euclidean
distance among all 32× 32 pairwise comparisons.

3) We repeat steps (1) and (2) 100 times, to minimize
statistical noise.

We also evaluate a relaxed version of this methodology using
a top-K neighborhood criterion: a match is considered correct
if the true pair lies among the K closest embeddings. For
example, with K = 8, the match is successful if the correct
program is one of the eight nearest neighbors in R.

Discussion: Figure 9 shows the results of this experiment in a
non-adversarial setting, where both sets Q and R were compiled
using clang -O1. In all cases, we observe a consistent
ordering among the embeddings. Dynamic histograms collected
with CFGGrind achieve the highest number of perfect matches,
followed closely by PMU-based embeddings. PMU-based
matching consistently outperforms both CFGGrind hybrid
histograms and static embeddings based on x86 assembly
instruction frequencies. Notably, at a neighborhood size of
16, PMU-based embeddings correctly match 26 out of 32
programs, while CFGGrind dynamic embeddings reach 27.

Although additional results are omitted due to space
constraints, we confirm that this trend persists across the
other three architectures (Intel and AMD) available to us.
Furthermore, changes to the compilation pipeline, such as
varying optimization levels or applying obfuscation, do not
alter the relative performance of the embeddings. Importantly,
these results reflect a non-adversarial setup, where Q and R
are compiled with identical flags. Under adversarial conditions,
such as different compiler settings or injected obfuscations,
the accuracy of all embeddings drops significantly, often
approaching random matching levels. We have also evaluated
algorithmic matching using different embeddings, including
LLVM-based histograms and IR2VEC. These embeddings are
consistently worse then either the PMU-based embedding or
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the embeddings based on CFGGrind dynamic histograms.

V. RELATED WORK

To the best of our knowledge, the use of program embed-
dings derived from hardware performance counters to solve
algorithmic classification or matching is novel. Nonetheless,
embeddings based on performance counters have been previ-
ously explored to select compiler optimizations. Furthermore,
algorithmic classification and matching are longstanding prob-
lems in computer science, with a rich history of research.

A. Algorithm Classification and Matching

The problems of algorithmic classification (Definition 2.1)
and algorithmic matching (Definition 2.2) have been widely
studied, both for their practical applications, such as malware
detection and plagiarism identification, and as benchmarks
for program understanding. The ability to classify programs
according to the algorithms they implement is often taken
as evidence of a system’s capability to understand code. A
notable contribution in this space is by Mou et al. [31],
who formulated algorithmic classification as a neural network
problem. However, the origins of the problem predate this work:
the theoretical foundations can be traced back to the work of
Rice [37], while Copeland et al. have explored its practical
implementations. Most solutions to algorithmic classification
are static, as noted in recent surveys [1, 10, 22, 28]. Static
approaches have the advantage of being independent of program
inputs and do not require executing potentially malicious code.
Dynamic approaches, on the other hand, tend to be more
resilient against adversarial obfuscation techniques. Aligned
with this intuition, the findings in this paper indicate that
since PMU counters reflect effective execution, not static code
layout, they allow for achieving greater accuracy over static
embeddings under obfuscation.

B. Embeddings Based on Performance Counters

One of the main inspirations for this work is the work of
Cavazos et al. [6], who demonstrated how embeddings derived
from performance counters can be used to select optimal
compiler optimizations for a program. Their technique was
designed for speed, enabling its use in just-in-time compilation.
This idea sparked a line of research in which performance
counters have been used for tasks such as predicting program
performance on specific architectural configurations [16, 17]
and selecting compiler optimizations [33, 34]. Like Cavazos
et al., we also value fast profiling. However, our focus
differs: prior work has primarily targeted optimization selection,
whereas we apply performance-counter-based embeddings to
the problem of program understanding, with the specific goal
of algorithmic classification.

C. Energy-Based Dynamic Classification

Recently, Queiroz et al. [36] proposed using power dissipa-
tion as a means to classify programs based on the problems
they solve. They employ power (the ratio of energy con-
sumption to execution time) as a program fingerprint. Energy

measurements are obtained via the RAPL (Running Average
Power Limit) registers, which are available in modern Intel
and recent AMD architectures. Since reading RAPL registers
incurs negligible overhead, this approach aligns with our
goal of distinguishing programs dynamically without incurring
significant performance penalties. However, Queiroz et al.’s
method exhibits limited accuracy: our replication of their work
on an Intel i5-7500 yields only 62.2% (non-adversarial) and
18.6% (adversarial) accuracy. Similar results (47.5% and 16.1%)
were observed on an Intel i5-2400, where fewer energy-related
metrics were available. In contrast, using the performance
counters from Section IV, we achieve 88.3%/43.6%, and
89.1%/43.9% on exactly the same setup.

VI. CONCLUSION

This paper showed that hardware performance counters
enable very low-overhead dynamic fingerprints for accurate
algorithm classification and matching. Across architectures,
PMU embeddings outperform static methods by 10–40%,
whereas instrumentation-based dynamic embeddings slow
execution by 30–100 times. Our key findings reveal that PMUs
maintain robust performance even under adversarial conditions,
retaining 20-30% greater accuracy than static embeddings
when programs are obfuscated. While PMU-based classifi-
cation slightly trails the precision of fine-grained instruction
histograms (by 5-10%), this gap is offset by their practical
advantages: low instrumentation cost, architectural portability,
and scalability to real-world environments where overhead is
prohibitive. These findings challenge the conventional wisdom
that dynamic program analysis is too costly for production
environments.

We believe that the findings of this paper open several
promising directions for future work. A natural extension is
to explore finer-grained PMU-based embeddings, including
function-level or phase-level profiling, potentially augmented
with low-overhead mechanisms such as Processor Trace or
Last Branch Record data. It is also important to evaluate the
robustness of PMU-based fingerprints in concurrent or non-
deterministic workloads, where counter variability may be
more pronounced. Finally, an open question is whether more
advanced learning techniques can further narrow the precision
gap with instrumentation-based methods while preserving the
low-overhead benefits that make PMU-based classification.
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